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Transportation Secure Data Center (TSDC):
What is it?

The TSDC provides secure
archival of and access to
detailed transportation data

E.g., GPS travel survey data

* Detailed global positioning system
(GPS) location information

« Could identify an “anonymous”
respondent from the data

« Access must be controlled
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Transportation Secure Data Center (TSDC):
Why was it created?

Travel studies in recent years have
increasingly begun including GPS
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The data can be expensive to collect,
but very valuable for many existing and
emerging applications
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The secure central repository increases research
returns while safeguarding the data

» Consistent with NRC report* recommendations
» Benefits data providers and users

* See this 2007 National Research Council report:
http://books.nap.edu/openbook.php?record_id=11865
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Transportation Secure Data Center (TSDC):
What is the approach?

Maintain balanced focus on dual priorities
* Privacy protection first and foremost
* Maximize usability (within constraints)
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An advisory committee helps support FHWA oversight
* Group includes data providers and users
* Represents industry, academia and government

Structure divided into three distinct areas
« Secure enclave for raw data — no external access
« Cleansed data for download — publicly accessible

« Controlled-access area — for screened users through secure
remote interface
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Transportation Secure Data Center (TSDC):
How is the data handled?

Secure enclave leverages existing data center

« Extensive safeguards

— Restricted badge and PIN access, isolated
network, alarm system, security force

« Data archived and backed-up

Data processing

« Standardize formattin T IR | .
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— Raw point lat/long, timestamp, precision o IR

—  Trip-level distance and time summary o

— Household/vehicle demographic information zjé;m--“”“w“”ﬂ“

* Quality control —
—  Flag and remove or correct errant GPS points % !
 Add value and make accessible
— Remove identifying information
— Fuel economy, vehicle class, base maps
— Road grade (planned)
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NREL’s Hydrogen Secure Data Center (HSDC) – since 2003 has archived proprietary data on fuel cell vehicles and hydrogen infrastructure and has created public composite data products


Transportation Secure Data Center (TSDC):
How is the cleansed data accessed?

Public website

« Project overview

« Simple user registration to access data

« Sec-by-sec point data and trip summary (no

lat/long) =
Data packaged to support multiple analyses | = = sssmmsmms
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» Available both processed and uncorrected v

www.nrel.gov/vehiclesandfuels/secure_transportation_data.htmi
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Transportation Secure Data Center (TSDC):
How is the spatial data accessed?

Application process (researcher and supervisor)
* Analysis description questionnaire

« Terms of use and confidentiality legal agreements
« NREL, FHWA and advisory group review and approve/deny
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Vehicle: = 2002 Ford Compact NREL Trip Distance = 10.6 Miles

Study Trip Di = 10.6 Mil 1 H

Linear T Ditance < 102 il Secure remote connection environment
Income: $50,000 and $75,000 Day of Week = Monday

Home Gwnarshi: Owns Home T Date 12/27/2006 « Multiple firewalls, data transfer prohibited,
Years of Education: 17

SIS 4 : researcher may request aggregated results

« Software tools for database query, GIS
visualization, statistical analysis
» Reference information provided

— Underlying road network, demographic and
economic grid data
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Questions?

Contact: Jeff. Gonder@nrel.qov
» For further project details
 To contribute data

« To apply for detailed/spatial data Transportation
access Secure Data Center
(TSDC)

www.nrel.gov/vehiclesandfuels/secure transportation data.html
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